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What is DIS ?

DIS is the Globally trusted Brand in Information security
and Ethical Hacking Training in world. DIS Consultants
include group of Advanced Security Researchers from
D ‘S ] O round the world who are real world Masters in Information
S Security. DIS is Providing Training via Live Classroom,
PP @) Vitual Training Labs, Workshops, Webinars, Corporate
T Tr ai niandg ® s ai n ivia Q&s Certified Training
Centers (Authorized Training Partners).
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D W AV2 0 Web Application Vulnerability

s e ct o Ukl gl Certification(DWAV20 Standards)

DIS10.5: TOP 20 Critical Web Application Vulnerability
Certification(DWAV20 Standards)

DIS10.5 WEB APP SECURITY (DIS Top 20 Critical Web Application
Vulnerabilities) course will help candidate get deep information about web
applications security process. Web applications security includes various
vulnerabilities like Sqgl Injection, Php Injection,XSS,CSRF, Indirect object reference
and many more. This course will help student to get instant job in the Cyber
Security.(25 Credits towards DIS10 Diploma)

D I Data and Intemet
securty Consultants
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DWAV20.1 : SQL Injections Flaws

DWAV20.2 : Cross Site Scripting Flaw

DWAV20.3 : Source Code Disclosure Flaw

DWAV20.4 :0S Command Injection Flaw

DWAV20.5 : Broken Authentication and Session Management

DWAV20.6 :File Upload Vulnerability (Dangerous File Upload)

DWAV20.7 : CSRF i Cross Site Request Forgery

DWAV20.8 : Sensitive Data Exposure

DWAV20.9 : Insecure Direct Object Reference

DWAV20.10 : Local file Inclusion and Remote File Inclusion(LFI and RFI attack)
DWAV20.11 : Directory Traversal Attack

DWAV20.12 : Insecure Transport Level Communication

DWAV20.13 : Information Exposure Through an Error Message

DWAV20.14 :Invalid URL Redirection Flaw

DWAV20.15 :Hard-coded Credentials in Static Code

DWAV20.16 : Security Mis-Configuration

DWAV20.17 : Missing Authorization and Authentication for Critical Functions
DWAV?20.18 : Session Fixation

DWAV20.19 : Weak Data Encryption

DWAV20.20 : Information Leakage
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GETCERTIFIED 3 \Who can Attend This Training ?

. Students/Individuals

. College going Students

. Industry Expert

. Network Specialist

. Army/Navy Officials

. Intelligence Agencies(Forensics Analyst)

. College Faculties

. Government and Corporate IT Managers

. CEO/CTO and Higher Management Personals.
10. Security Tester who need to find network
based vulnerabilities and re -mediate them.

11. Penetration Testers

12. Ethical Hackers

13. RED OR BLUE team Members

14. Computer geeks who wants deep knowledge
about Computer Forensics

OO ~NO O WNPEF

DI Data and Intemet
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What Will You Get In DIS10.5 ?

‘Wt 2 ® O

1. ALL Virtual Machines and Virtual Environment for
Students who attend trainings.

2. DVD with tools , Videos , Practice Tests , Virtual
Labs.

3. Audio and Video Tutorials which will help in doing
practical sessions at your study desk also.

4. Written Test Voucher Code

5. Online Test Voucher Code

DI Data and Intemet
Security Consultants
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DIS10.5: Exam Detalls

d Training Mode : Online Web Challange
M Course Duration : 60-80 Hours(Instructor-Led Training) 2
Hours /8 Hours /4 Hours Per Day
Exam Code : DIS10.5
Exam Duration: 60 Hours (Lab Challenge)
Exam Fee : 300 USD (Written + Lab Challenge) Credits: 25
Credits (Towards DIS10:Diploma in Information Security)

DIS Trainings and Exam's are only available at *Authorized Training Centers

D I Data and Intemet
securty Consultants
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Hands-on Training &=

DWAV20.1 : SQL Injections Flaws : Manual and Automated using Havij, SQLMAP
DWAV?20.2 : Cross Site Scripting Flaw : Manual and Tool Based : Using Burp Suite
DWAV20.3 : Source Code Disclosure Flaw : Manual Process and File Including

DWAV20.4 :0S Command Injection Flaw: On DVWA and Metasploitable Linux

DWAV20.5 : Broken Authentication and Session Management : DVWA, Samurai OS
DWAV?20.6 :File Upload Vulnerability (Dangerous File Upload) Live Practical Based Example
DWAV20.7 : CSRF 1 Cross Site Request Forgery

DWAV20.8 : Sensitive Data Exposure : Live WebSite

DWAV20.9 : Insecure Direct Object Reference: Instructor Special

DWAV20.10: Local file Inclusion and Remote File Inclusion(LFl and RFI attack): BURP SUITE
DWAV?20.11 : Directory Traversal Attack. Manually Traversing Directories on a Web Site
DWAV20.12 : Insecure Transport Level Communication: Weak SSL Version Detection
DWAV20.13: Information Exposure Through an Error Message

DWAV20.14 :Invalid URL Redirection Flaw

DWAV?20.15 :Hard-coded Credentials in Static Code Live Example

DWAV20.16 : Security Mis-Configuration

DWAV20.17 : Missing Authorization and Authentication for Critical Functions

DWAV20.18 : Session Fixation : Practical Based

DWAV20.19 : Weak Data Encryption

DWAV20.20: Information Leakage

DI Data and Intemet
Security Consultants
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TOP 20 Critical Web Application Vulnerability Certification(DWAV20 Standards)
DIS10.5 FAQS

What is DWAV20?

What | will learn in this Web Application Attack Course?

Who will teach this Course?

How 1 tds di fferent from ot her certif

D I Data and Intemet
securty Consultants
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Workshop Trainings /Corporate Trainings
Placement Partners
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Author Statement

DIS Consultants(Content Contributor)
I Mr Pardeep Kumar, DIS Content Contributor

Web Application Penetration Tester
o DI Data and Internet
Security Consultants
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