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What is DIS ?

IS is the Globally trusted Brand in Information security
and Ethical Hacking Training in world. DIS Consultants
include group of Advanced Security Researchers from

D ‘S ] O round the world who are real world Masters in Information
S Security. DIS is Providing Training via Live Classroom,
PP @ P Vitual Training Labs, Workshops, Webinars, Corporate

T Trainingos, abDI8 Certifieal Traaning g6 s Vv
Centers (Authorized Training Partners).
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DI1S10.2: Penetration Testing and Security Analyst s a necessary course for every person

who wants to make his or her career in Information Security and Ethical Hacking.
Domain. This Instructor -Led Extensive Training includes in -depth hands -on practical's for more than 8
Major Detailed Industry Needed Modules . This Penetration Course will help ethical hackers to deeply

analyze.

include In-depth Penetration Testing Process

used in current industry to counter various network and web based attack. Penetration testing process includes
type of penetration testing and vulnerability Assessments which are done by Security Auditors. (25 Credits

towards DIS10 Diploma) — T~
o DIS Data and Internet @
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How to Plan your Penetration Testing

Scoping Your Penetration Testing

Network and Web-Application Scanning Techniques
Network Exploitation Attack Vectors

Post Exploitation Phase

In-depth Password Attacks

Web Application Penetration Testing

Penetration Test Reporting
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GETCERTIFIED 3 \Who can Attend This Training ?

. Students/Individuals

. College going Students

. Industry Expert

. Network Specialist

. Army/Navy Officials

. Intelligence Agencies

. College Faculties

. Government and Corporate IT Managers

. CEO/CTO and Higher Management Personals.
10. Security Tester who need to find network
based vulnerabilities and re -mediate them.

11. Penetration Testers

12. Ethical Hackers

13. RED OR BLUE team Members

14. Computer geeks who wants deep knowledge
about ethical hacking
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What Will You Get In DIS10.2 ?

‘Wt 2 ® O

1. ALL Virtual Machines and Virtual Environment for
Students who attend trainings.

2. DVD with tools , Videos , Practice Tests , Virtual
Labs.

3. Audio and Video Tutorials which will help in doing
practical sessions at your study desk also.

4. Written Test Voucher Code

5. Online Test Voucher Code

DI Data and Intemet
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DIS10.2: Exam Detalls

J | DIS10.2: Exam Details

1 ' Training Mode : Offensive/Defensive

t’ Course Duration : 60-80 Hours(Instructor-Led Training) 2
Hours /8 Hours /4 Hours Per Day
Exam Code : DIS10.2
Exam Duration: 4 Hours (Written)
Exam Duration: 8 Hours (Lab Challenge)
Exam Fee : 600 USD (Written + Lab Challenge)
Credits: 25 Credits (Towards DIS10:Diploma in Information
Security)

DIS Trainings and Exam's are only available at *Authorized Training Centers
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Hands-on Training

Penetration Testing Methodologies and Types. C Eﬂpmﬁﬁgﬁ)
Tools and Concepts Required in Penetration Testing. -
Metasploiting Target Network and its various Payloads.

Network Scanning, Vulnerability Assessment, Application Assessment
NMAP - OS Detection /Service Detection/ Version Detection.

Network Sweeping - Live IP Detection.

Windows OS Exploiting.

Password cracking with Cain, John the Ripper and Rainbow Tables.
Automated password guessing.

Internal/ External Penetration Testing.

Wireless / Network/Web -APP Penetration Testing

Cracking wireless security protocols, including WPA.

Exploiting DVWA Testing web Application.

In-depth XSS attacks and command injection Vulnerabilities.

Shell exploitation.

Preparing Reports

D I Data and Intemet
securty Consultants
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Advanced Penetration Testing Certifications - DIS10.2 FAQS

What is Computer hacking and Penetration Testing?

What | will learn in this Penetration Testing certification DIS10.2 ?

Who will teach this Course?

How 1 tds di fferent from ot her certif
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Workshop Trainings /Corporate Trainings
Placement Partners
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